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ABOUT
COMPANY

Founded in 2016 by industry leaders Mr. Rakesh, Mr. Chandan, and Mr. Anish, Techchef has
become a trusted partner for businesses looking for secure IT solutions.

Our team of experts, recognized for their cutting-edge approach, empowers organizations
across India to protect businesses against digital crises. Holding the prestigious 1S0O 27001:2013
& 9001:2015 certifications, we deliver top-notch services in Data Recovery, Backup Solution,
Cloud Solutions, and Cyber Security, along with environment-friendly Sustainability Solutions
and E-waste Management services.
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Our Presence
Across India

v

Delhi
Mumbai
Bangalore

Chennai
Kolkata

v 4+ 4 b

From its headquarters in Delhi, Techchef has expanded nationwide to Mumbai, Chennai,
Bangalore, and Kolkata. Empowering businesses across India with secure, sustainable IT
solutions with the goal of zero carbon emissions. @Cy

berChef




OUR techchef™
CLIENTS

We thank our premium clients for being a part of our successful journey and
always cheering us to deliver beyond expectation.
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OUR SERVICES

We provide expert solutions, including Data Recovery, Backup Solutions, Cloud Solutions,
Cyber Security, as well as E-waste Solutions, and Sustainability Solutions.

Data Recovery Cyber Security

Recover corrupted or deleted Offering Cyber Security Solutions,
data from crashed or physically Risk Assessments, and consulting
Tape Drives, SSD, Hard Disk,

damaged NAS, SAN, RAID, VMs, services to fortify your defenses
and ensure compliance.
and SD Card.

Backup Solutions E-waste Solutions

With E-waste Recycling, Data
Sanitization, Safe Segregation &

Experience the best Backup
Solutions for Hybrid, Multicloud,

and SaaSs platforms. Customized Dismantling we provide
backup strategies and Backup eco-friendly E-waste Management
as a Service (BaaS). Solutions for a sustainable future.

Cloud Solutions

Our Cloud Solutions boost
your bhusiness with secure,

Sustainability Solutions

Our Sustainahility Solutions help
organizations measure carbon

scalahle cloud services, footprints, providing consulting on
ensuring seamless and sustainable practices to achieve
secure data accessihility. net-zero carbon emissions.
@ y Securing Cyberspace




Layers of Cyber Defense in IT rochehef™

Group Of Companies
Web Application Firewall API Security

Application
Security

Patch Management

Asset Management Email Security

End Point Detection &
Response

Email Encryption

DLP & Encryption End Point

Email Security specially for

Security

. Microsoft
Mobile Device Compllance/.
Management VAPT/Forensic Email archiving
|dentity & Access Managed Secu rity

Management ( IAM)
NDR/NAC

Network
Security
Network DLP
Identity & Access
Management

Privilege access
Data Classification Data Loss Prevention

Cloud Access Security
Broker (CASB)

Cloud Monitoring

, Management( PAM)
Securing modular,

containerized applications

DC/ Gateway Firewalls




Defensive Security Mechanism techchef™
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Erl.dpomt Security Network Security Cloud Security
Antivirus/EDR — VAPT

. Cloud Access Security
Data Leak Protection (DLP) Network Access Control (CASB)

. . . (NAC)

Email Security & Encryption Logical Segmentation
Network DLP

Patch Management Encryption and Hardening

Network Detection and ‘ ‘
Response (NDR) Logg!ng & Reporting - SIEM
Application Security Web Application Firewall (WAF) S?Iut(;on

Cloud Monitoring

End Point Encryption

Endpoint Monitoring & Risk Logging & Reporting - SIEM
Compliance Solution

Identity Access Management Security Operation Center

Mobile device Management DDoS, Encryption,

Security awareness training Privilege Access Management

Web Security

Consulting & Compliance-VAPT-Dark Web Monitoring

Security Operation centre ( SOC)




Vulnerability Assessment techchef"
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Mitigate or eliminate
the most serious

Catalog assets
and resources in

a system vulnerabilities for the
most valuable
resources
Assign qu\?;‘ﬂzaaalg Clean-up
importanceto the -& Z?:;IR;SSUH
resources y
Identify the security
vulnerabilities or
) Report
potential threats to Subpmission
each resource
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Penetration Testing techchef

Group Of Companies

Internal and Social Engineering
External Test
Network
Website & Web Isolation &
Application Pentest Segmentation
Pentest
Wireless Pentest S.? rg g :Bi 8/(
ICS
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Security Incident & Event Management techchef

oa’m ‘s
® ® . ® Uncover Protect
® Visibility with . your
Threat _ anomalous Better Reporting itical
® Intelligence reporting behavior Cge:’faa
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. Log Collection, Analysis, Forensics & Accelerate Threat Detection and Response
(N J

Retention - <
 Event Correlation
* IT Compliance

Reduce operational complexity

_ « Application Log Monitoring > <

[ Normaiie | *  Object Access Auditing Maximize analyst time and talent
po « Realtime Alerting L )
« User Activity monitoring C N

« Dashboards Network threat analytics
. R'eportmg' - \ J
o ) g'le Integrl’éy[l)\/loplto[mg Monitor " Cyber attack visibility and Fewer potential b
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Security Operations Centre ( SOC) techchef™

Group Of Companies

(

How do | integrate How do | determine
threat intelligence ? complex threats ?

\

Can | have real time

visibility of attacks ? threats ? forensics ? automatic timeline ?

Is there any insider ]

Can | do cyber ] [ Is there any

Is there any event co relation ? .
y them ? mechanism ?

How do | monitor ] What is the reporting

\

{ Challenges J

How do we manage Logs across so many systems ?

Meeting
Compliance

« 24*7 Real-Time Security Monitoring and Incident Response
i » Visualize and Understand Malicious or Anomalous Activity
_— “ * Analyze, Prioritize, and Respond to Threats in Rapid Time
i % « Safeguard your Data, People, and Processes
P o « Contain Threats via Incident Playbooks and SOAR Platform
::} » Detect Complex Threats with Advanced Correlation and Machine

' i Learning
' * Intrusion Detection

* Vulnerability Assessment

Vulnerability

4 « Threat Advisory Services

« Threat Intelligence

Detection

» Infrastructure Security Monitoring
« Meeting Compliance Requirement @ CyberChef
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Assess >> Monitor >>Mitigate Risk>> Protect techchef™

L2 2NN
111

|dentify the
security
vulnerabilities or
potential threats
to each resource

Vulnerability
Assessment & Security Ops Network Ops Data Loss
Penetration Centre Centre Prevention
testing

-

24*7 Real-Time
Security Monitoring
and Incident
Response

AA
a

Deploy the
right solution
as per
vulnerabilities
identified

Mitigate risk

Group Of Companies

9

Protect the most
critical asset of
your organization

Privilege Managed Managed OT/ICS
Access . .
Email Security SIEM Technology
Management
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Documents & Mail Security

RDecs
Document Security

» Track Readers. Kill Documents.
Control Content Even After Sent.

= RDocs Empowers You to Protect,
Control, Track, or Kill

Access to Documents In-the-Ether,

Even After Sending.

= The Only EDRM Platform Built on
20 Years of Leadership in Email
Security and Compliance.

RIE
Electronic Signatures

Feature-Rich eSignatures.
Elegantly Easy.

Much More Affordable at Scale.
The Only Global eSign Platform
Built on 20 Years of Leadership in
Email Security and Compliance.

N EGISTERED
Registered Email”

Registered Email™ proof.
Registered Encryption™ privacy.
The Original Proof of Delivery
Standard.

The Only Court Accepted. Legal
Proof®.

techchef‘F

BIMail
Secure Email & More

Email Privacy & Compliance.
Data Leak & Human Error
Prevention.

Thwart Cybercriminal Payment
Lures.

Holistic Al-Infused Email
Security Layers at the Security
Gateway and Integrated into the
Inbox.

@& CyberChef




Critical Infrastructure Assessment techchef™

Group Of Companies

Criticality

Risk
Assessment

Identify Critical Assets

Threats

Identify & Assess vulnerabilities

Risk
Management

Normalize, Analyze & Priotorize
Implement Protective Programs

Measure performance .
Remediation

Risk
Response

Reconstitution




Reinventing Vulnerability Management techchef’
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SanerNow Continuous Vulnerability & Exposure Management for Modern IT Security Teams to
Achieve Continuous Security Risk and Compliance Posture

a SanernoOw AcountName SiteX

Non-Security 1 Source: All Groups £ Operating System: AllOS  Family ["] Windows

Source: [§g Critical [ High Medium Low Type: Third Party m

Asset Patch l Vendor l Date

!

Adobe Acrobat DC https: /helpx.adobe.com/acrobat.. adobe 2021-05-27
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G
s — Exploitability
Vulnerability Statistics 4028
Easily Exploitable
e ———
. crsical Network Exploitable
o High
Medium Public Exploit Available

. Low

High Lateral Movement
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How Techchef Can help for DPDP Act

Conducting Data Privacy o1 I

Assessments —
I 02 Developing a Data Privacy
Framework
Our comprehensive approach allows us to dive Data Discovery & Mapping 03 I
into the intricacies of the DPDP Act.
I 04 Conducting Privacy Risk
— Assessments
Not only do we understand the distinct N o
requirements, obligations, and exemptions of the Training & Awareness o _—
Law for your organisation, but we also follow I 06 , ,
through with the execution Third-Party Risk Management
Introducing Privacy- 07 I
Enhancing Technologies o —

I 08 Implementing Technical
—  Safeguards

Privacy Internal Audit 09 I

I 10 Cyber Risk Financial

I Quantification
@& CyberChef

Securing Cyberspace



NDUSTR' W;}i FIRST HYBRID, MUI

Scale, Migrate, and Recover entire workloads across and between private and
public clouds in 10 minutes irrespective of application, platform and it's size

— ul
) vmware =- Microsf

Accelerate migrations across hypervisors by Across Hypervisors, Recovery in

Migrate the entire workload (0S, platform,

/

Adopt Public & Private Cloud DR at 60% LOWER TCO

application, configurations, and data) together L e . . , .

without need of any streaming of data 2KVM Consolidate your hybrid cloud DR operations into a
single DR site with a Single SOP

Eliminate need of infrastructure, application, _

and data pipelines, accelerating the migration Test recover for compliance WITHOUT actual

by up to 40% switch-over

With the self-healing replication engine, ensure 5 18M Cloud aws Secure a fully compliant DR from DAY ONE

100% data consistency > Fully Automate for DR recovery with scripts in

WAN Optimisation inbuilt to reduce actual \ Python, GoLang and Shell

data migrated by 30-40 % Obtain automatic discovery of changes as part of

Test Recover the workloads prior to actual © Google Ceud Day 2 Operations

cutover.

10-minute cutover SLA regardless of size of
workload

vmware

operations improving the security

Agentless

Sodhine @Cyberchef
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Complete Workload Migration: techchef

Replicate entire workloads, from Guest OS to platform binaries, code,
configurations, and data eliminating the need for pipelines in replication.

Workload Workload Workload

P — - —_ - —_ - —_— = — - —_ — = e = = e . -~ - — — — _ —_ —

/ ,

APP %Datﬂbase APP %Dutubase APP ‘%Dutubuse |

Binaries/ Libraries

Guest OS Guest OS Guest OS

b
l |
L
L
Binaries/ Libraries| ! | |Binaries/ Libraries
[
|
L
! |
o

— — — — — = — —

Hyperviser

Host OS

Server Hardware @CyberChef
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SYNESGY ESG ASSESSMENT techchefzﬁ?
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Global digital platform for sustainability assessment

HOW DOES SYNESGY HELP YOU DRIVE SUSTAINABILITY?

FOR BUYERS

» Evaluate supply chain sustainability v > Execute self-assessment to

FOR SUPPLIERS

using ESG Performance Scorecards. s check your sustainability level.
> Implement monitoring tools within the > Implgment a unique process to
procurement process for transparency. Synesgy qualify for the ESG frameworks for
all companies demanding it.
The sustainabsility network

> Avoid operational and

reputational hazards. > Obtain cer.tnflcatlon and publish
them on digital assets.
» Implement cost controls while i
growing your business. » Use benchmarks to position

the company within the sector.

> Find the best ESG-Rated Suppliers > Grow your business by

promoting your ESG scores

@& CyberChef

Securing Cyberspace



SYNESGY ESG ASSESSMENT

Global digital platform for sustainability assessment

techchefzﬁ.F

Group Of Companies

WHO CAN BENEFIT FROM ESG ASSESSMENT?

=1

i
E E CORPORATES

Monitor and manage
sustainability for all suppliers

across the entire supply chain.

% SMEs

Evaluate sustainability in terms

other than financial indicators,

such as environmental, ethical,
and social responsibility.

~——_— BANKS AND
INSURANCES

Manage Green Asset Ratio (GAR)
and commitment to sustainable
transformation of total assets.

Implement supplier
qualification and evaluation

protocols for risk management.

Identify strengths and
improvement areas.

Get verifiable data for privately
held SMEs and actionable insights
to drive improvements.

Identify top
ESG-rated suppliers.

Implement improvement and
Transition paths to compete
with industry leaders.

Align with changing global regulations
while building for relevant industry
and geographical benchmarks

Identify best practices
and innovations in supply
chain management.

Identify best practices and
innovations in supply
chain management.

Focus lending strategies on
companies that are more sustainable,
responsible, and transparent.

CyberChef
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SYNESGY ESG ASSESSMENT

Global digital platform for sustainability assessment

Thanks to a global approach,
heads of supply chains and

LANGUAGES suppliers can benefit from a
platform available in more than

25 languages.
25+
We are localized in 60+ countries for
@ easy global usage without sacrificing
specific local requirements. We strive

for customized questionnaires as per
COUNTRIES regulatory and business norms of the
country to which the company refers.

60+

)=

EEIE

(m]m]
oo

HIEE e
Synesgy has been used for
SUPPLY assessing the environmental, @
social and governance ratings of
CHAIN more than 150 enterprises BANKS AND
ENTERPRISES  globally in order to help them INSURANCES

manage business risks and grow

150+ operational resiliency. 500+

e
E Synesgy covers more than 35
industry sectors. For each industry
INDUSTRIAL category, we check how the

company integrates sustainability
SECTORS at every stage of its operations

and in its management systems.
+

Our platform has been used by
500+ banks and insurance
companies across the globe, with
deeper customizations based on
the regulatory and business
frameworks of the countries they
operate in.
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OEM Alliance techchef™
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Get In Touch With Us
@ (%) ® (@) (in)/AskTechchef

%> 1800-313-1737

[ CyberChef.in Techchef.in TechchefEwaste.in TechchefGroup.com ]
Delhi Bengaluru Mumbai Chennai
@ 517, 5th Floor, Devika Tower, S-716, Manipal Centre, #47, @ C-516 Kailash Business Park, @ gevelt?l,_ lL\llni'(-F4, Anmol Pglr?ntit, 88,
New Delhi-110019 Karnataka 560042 Surya Nagar, Mumbai, Tamil Nadu 600017
Maharashtra 400079)
@ enCIUiry@teChCth.in @ enquirymr@techchef.in @ enquirymum(@techchef.in @ enquirychn@techchef.in
A =
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